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Local IP Address Form :

When you start the program, it will ask you to determine the IP address you
want to bind your program to.

= Local IP Address

Selec Your NIC Adapter

5i5 300 PCI Fast Ethemet Adapter |

Your Local IP Address

169.254. 215 249 |

Choose from the NIC adapters available to you, once you choose one, the
associated IP address to that NIC will be shown in the IP address text box.

= Local IP Address

Select Your NIC Adapier

515 900 PCI Fast Ethemnel Adapter |

515 300 PC] Fast Ethemet Adapter

515 900 PCI Fast Ethemet Adapter #2
YOUr COCE3l 1 AO00ress

169.254 215.249

If you do not want to bind to this IP, or your IP is not shown in the list you can
add it manually. But remember that you must enter it in the right form.



After choosing the IP address, a Login form will pop up. as the figure below :

Login Name

User |

Pazsword

You can choose any Login Name you want, this will be used as your nick name
in the chat environment.

After choosing the Login Name, enter a password to be used for encrypting your
data. By default this will be used as a seed for auto generated secret key, but as
you will see in the option form you will be able to use this password string as
your secret key.



In the main form for the program, the first menu group is the file menu as shown
below:

< Chat Client

| m‘ﬂp@: &3 Encrypted Dialog l 7 SnifTer |

This menu group contains the following menu commands :
Save Dialog .
This command allow you to save your dialog in .txt and .rtf formats file.
Save Encrypted Dialog

Each dialog has its encrypted version which allow the user to see how his
dialog was sent and received using ARTProtocol.

Click Here for more information about encrypted dialog.



Options

You can using this command to open a form which allow you to change
your settings . For more Click Here.

Exit

To exit the program, all the connected terminals will be notified that you
have terminated the connections with them.



Encrypted Dialog :

Encrypted Dialog tab show the user how its normal dialog is sent out in the
network.

< Chat Client

8 sender Page Encrypted Dialog TS

The output is in three forms :
Encrypted Bytes
Shows a sequence of bytes that represents the encrypted data.
Encrypted Data
Show the encrypted data as a string.
Data

Data after decryption.



In this form, the user has the ability to change his/her settings. Lets take a look at
this form:

« Chat Client

M Options

User Mame

UserSecret Key (Password) izsesss |

Seconds ToWan For

M Do not Generate Secret Key

As you can see you have the following abilities :
Change your User Name

This is the same Login Name you have entered in the Login Form.
Change your Secret Key

Change your Password, either for changing the seed for the auto generated
Secret Key, or changing you real Secret Key depending on your settings.



Change Seconds To Wait For Variable

This variable is used for Establishing connections and Receiving connections,

and it represents the time the terminal wait for other terminal response before
deciding that the connection is broken. This help for low bandwidth connection
situation. The default Number of Seconds is 5 and the maximum is 60 (1 Minute).

Check or Uncheck "Do not Generate Secret Key" box
If this box is checked the program will use your User Password as a Secret Key in

the encryption process. If not, User Password will be used as a seed for 128 Bytes
long auto-generated password. The default setting is Unchecked.



Connections Menu :

The second group of commands menu is Connections Menu.

= Chat Client

S_E:tpiarhg: & Encrypted Dialog i + Gniffer |

As shown in the figure above it has three menu commands

Establish Connection

Used to establish connection with other terminals by providing its IP
address.

End Connection

Used to end connection with a terminal.

Show Connected Terminals

This option is used to display the connected terminals to the user terminal.



Establish Connection :

This option is essential to connect to other terminals by providing their IP
addresses.

< Chat Client

< EstablishConnectionForm

Enter IP address lor the terminal to connect 1o

: 100.100.100.3 |

ender Page & Encrypted Dialog | % Sniffes

Note: you must enter the IP address in the right format.



After entering the IP address of the destination terminal, two scenarios are
possible :

Successful operation.

This case happens if the destination terminal is running this program, then it will
get a message just like the below one:

= Chat Client

% Warning

Do youwant toAccept Connechon
From100.100.100.37*?

Sender Page & Encrypted Dialog |+ Sniffer |

if the destination terminal choose to accept the connection, you will get a
message box as in the figure below:



= Chat Client

Connechion Established _..

I # Encrypted Dialog |+ Sniffer

Failed Operation

Else, if it did not choose to accept the connection then an error message will be
shown to indicate that the connection failed and it will ask you if you want to
retry the connection process.



End Connection Form :

Obviously, this option is used to end connection with one of the terminals that is
connected to the user terminal.

A form will be displayed as the following one to ask you to chose the terminal
you wish to end connection with :

o Chat Client

< EndConnectionForm |:| [z|

Choose the [P address [or the terminal 1o end connecion with

100.100.100.3 (-]
100.100.100.3

_ E_'::‘ii-nn rypled Dialog i 5 Sniffer |

Once you choose the terminal IP address, an EndConnection message will be
sent to the terminal to tell it that you has ended the connection with it.



Show Connected Terminals Form :

This form will show the user the connected terminals to its terminal. and the
Connection state of this terminal along with its secret key if it is available.

See the figure below :

= Chat Client

2 TerminalList

Terminal Secret ey | Teminal Conmectian
AT ol 3, oWrofiF[+1E  Connectionk stablizhe

SR # Encrypted Dialog | =" Sniffer |

As you can see form the figure, the terminal with address 100.100.100.3 is
connected to you since it has Connection Established state. And this terminal is

using the Secret Key shown in the column "Terminal Secret Key" to exchange
encrypted data.



This group of menu command give the user the ability to send data to a specific
user (i.e. it dose not send the data to all connected user like normal chat message
controller do).

= Chat Client

.ﬁ&ﬂrﬂm B Encrypted Dialog i < Sniffer |

This menu consists of two menu commands:

Private Message

This option allows the user to send private message to a specific user only.

Send File

This option allows the user to send a file to a specific user (File size should
not exceed 64 KB).



Private Message :

This facility allows the user to send private message to a specific user . See the
figure below.

« Chat Client

% PrivateMessageForm

Choese the I[P address lor the terminal to send the mes

1001001
1007100,

Hi there, It iz a private meszage

mm !_?]Fin'l-:r||E-':1Ilrlc|.I|u| i ¥ Sniffer




Send File :

Sender Side

This option is used to send files between connected terminals. Now lets take a
look at the figure below :

% SendFileDialog

Browse 1o the file you want to send

C:Atest bxt a ) |

With C ||_|F|I:i| 1

Send the file to '100.100.100.3 - _H

Note: File size should not exceed after encrypting and compressing the size
ol 65476 bytes

AS you can see; to select the file you want to send you can either type its full path
directly in the text box or use the browse button to browse to the desired file.

File size should not exceed 65476 bytes after encryption. For the figure above the
actual file size is 2710 bytes, but with CryptZip it is only 688 bytes.

This will give you the probability to send files up to 800 KB.



Yet if your chosen file is large than the limit, the size label will become red to
notify you.

1% SendFileDialog

Hrowse ta the file you want 1o send

[ 2:ADocuments and Sethngs\ArtGreen\Dezktop\Visual St

426245 Buts

Send the file to 100.100.100.3 |

=

MNole: File size should not exceed after encrypling and compressing the size
ol 65476 byles

Even if you proceed and ignore the notification the program will not send the file
and an error will be shown.



Recipient Side

The recipient of the file will get a file viewer that will allow him to:
Browse the content of the file if it is viewable. And save it.

5 FileViewerForm
FileName: Mew Texi Documenl. bit

Re d Fram: 1001001003

uging System Reflection:
uging System_Buntime. CompilerServices;

i
// General Information about an aszembly iz controlled through the following
/4 zet of attnbutes. Change theze attnbute values to modily the information
/! associated with an assembly.

/

[azzembly: AzsemblyTitle[™"]]
[azzembly: AssemblyDescription]
[assembly: AssemhlyEon[lgurallon[ ul]
[assembly: AssemblyCompany[""]]
[azsembly: AssemblyProduct]

[azsem AzsemblyCopyright{™]]
[azsembly: AszemblyTrademark[™"]]
[azzembly: AzsemblyCulture™"]]

I
/7 Verzion information for an agszembly conszists of the following four values:

Major Yersion
Minor Yersion
Number

il & Encrypted File Bytes

K5 FileViewerForm
FileName: Mew Texl Docum
Received From . 1001001003

bEET>
YOm7é a0 /e )uwl-(8EGSmIANTT /X%l 57 b

| AQhEvE:-@Y10 Aqfun
10EER Ex ] '|e ~i¢ BEANIE>RI34 GE-JiAsHZ
rEabilatl_s%banmN <BA ‘=l 0cm=-¥$'a0S5mas¥>bEEAE0G:HE,

l;l—@pl_l,lﬂzl 3|3|D|Jf.m0|fZE|DIJPa[Z|ﬁE| ‘@5Poa O NaXklo=pas_hall{p 05 &i"%%
Emm .lFIuTeI:'mufilg,Z'll]WIGI3 " 4n "di >E30RDATHIc s iAmeC AT F2 v UE] i 1
ﬁ.ﬁu i nsl]ﬂ]lHI[jl '&Sbkel. 0 1w E|¥|OIKDD7TK3"EH¢ oE>L it
BAALIA" }MBU-’HI‘ walfig¥a AV
. bag Iw OBKv EBWEL lAcaa 16_ 0 0EI4C ~VANRAGZ @56 el pi4-A<imvitd baD
B U™ RAEFOG=<INE
WY /). C- sat;l] 1641 TuyG3a0 mmcr7abm i8}sae
| ERar |




Sniffer Menu :

Although it is not a major part in the chat program, this menu and its contents
was added to show a simple use of the well-known sniffer programs.

Packet Total Lengl ~
100.100.100.2 z | 1500
100.100.100.2 Carmmand i 4 1500
100.100.100.2 S N 1500
100.100.100.2 100.1 _ 53538
100.100.100.2 [ 53539
100.100.100.2 | 100.100.100.3 | & | 53544 |
100.100.100.2 .100.100. | 53545 |

100.100.100.2 100.100.100.3
100.100.100.2 100.100.100.3
100.100.100.2 100.100.100.3 | 53548 |
100.100.100.2 .100.100.
100.100.100.2 100.100.100.
100.100.100.2 100.100.100.3
100.100.100.2
100.100.100.2 100.100.100.3
100.100.100.2 100.100.100.3
100.100.100.2 100.100.100.3
100.100.100.2 .100.100.
100.100.100.2 100.100.100.3
100.100.100.2 100.100.100.3
100.100.100.2
100.100.100.2 100.100.100.3
100.100.100.2 100.100.100.3 | 53505 | 1500
100.100.100.2 100.100.100.3 1500
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M Sender Page |!?] Encrypied Dialog

Menu options are :
Start Sniffer

Start a simple sniffer for network administration purposes. Click Here for
more.

Stop Sniffer
Stop the simple sniffer.
Command Line Sniffer

Start a command line sniffer with more features than the simple sniffer.
Click Here for more.

Stop Command Line Sniffer

Stop command line sniffer program.



Simple Sniffer :

This is a simplified output of the sniffer program, used to the incoming IPv4
packets to the user device.

Figure below shows a simple output to the program.

= Chat Client

| Source Address | Dest Address | Protocol | PacketID | Packet Total Lengl 4
100.100.100.2 | 100.100.100.3 | 6 | 53513 |

100.100.100.2

100.100.100.7
100.100.100.2
100.100.100.2
100.100.100.2
100.100.100.7

1500 |
3| & | [ 1500 |
3/ & | [ 1508 |
4003 [ 6 | s3s3@ | 00 93 |
4003 | 6 | 53539 | 2 a0 |
d003 [ 6 2 [ 53544 | 1500 |

d003 [ B | [ 1500 |
100.100.100.2 | 1001001003 | 6 | 53546 | 1500  |=
100.100.100.2 | 10041001003 | 6 | 53547 | 1500 |
100.100.100.Z2 | 100.100.100.3 | 6 | 53548 | 1500 |
100.100.100.2 [ 1001001003 [ 6 | 53549 [ 1500 |
100.100.100.2 | 1001001003 | 6 | 53550 | 1500 |
100.100.100.2 | 100.100.100.3 | 1 | 5357 | &0 |
100.100.100.Z | 100.100.1003 | 1 | [ 60 [
100.100.100.2 | 100.100.1003 | 1 | [ s0 |
100.100.100.2 | 1004004003 | 1 | 53582 [ 60 |
100.100.100.2 | 100.100.100.3 | 6 | 53589 | a0 |
100.100.100.Z2 | 100.100.100.3 | 6 | 53590 | 40 |
100.100.100.2 [ 100.100.1003 [ 6 | s3s91 | 40 |
100.100.100.2 | 1001001003 | 6 | 53592 | 1500 |
100.100.100.2 | 100.100.100.3 | & | 53593 | 1500 |
100.100.100.Z | 100.100.100.3 | 6 | 53594 | 1500 |
100.100.100.2 | 100.100.100.3 | 6 | 53595 | 1500 |
100.100.100.2 [ 1001001003 | 6 | 53596 | 1500 [

mn i (A} i = I ll

53574
53579

8 sender Page |P=] Encrypted Dialog

The output columns are :

Source Address: Packet source address

Dest Address : Packet destination address.
Protocol : Packet upper protocol.
Packet ID : Packet Identification Number.

Total Packet Length : Total Packet length including the Header and the data.



Command Line Sniffer :

This program is a powerful sniffer that shows all the content of the incoming
IPv4 packets headers and data.

Figure below shows how its output looks like.

D:\Documents and Settings\ArtGreen\Desktop\Visual Studio

Do Mot Fragment]l : True
False

H
eader Check Suml := 369726
Source Address] = 18@.188.1868.2
Dest Addres=s]1 @ 180.188.1680.3
avHeader] :—2>EF & #>dddBdddel—
acker Datal >>> *7=81PkFn ;8MB. ag
= : I8 @ jYAlaz+B=> 18T
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